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Abstract:  

MANETs consists of group of nodes that communicate with each other in a wireless medium. All nodes are mobile and 

communicate either via one hop or multi-hop fashion. The data is routed using different routing protocols. Since, MANETs are 

characterized by dynamic topology, decentralized nature, wireless links and open membership for external nodes to join the 

network. These features make MANETs vulnerable to attacks. However, the increased use of MANETs in hostile environment 

has led to have secured routing of data from source to destination. Various security features were incorporated into the standard 

routing protocols to have secure routing protocols for MANETs. But the various routing protocols proposed are not able to 

provide the optimal security for communication. The paper presents a review of various secure  protocols proposed for MANETs. 
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I. INTRODUCTION 

Mobile ad hoc network consists group of mobile nodes which 

are self organizing and infrastructure less. The nodes are 

internetworked wirelessly without any pre-existing 

infrastructure. The nodes can communicate with all other 

nodes that are in its transmission range i.e.  single hop 

communicat ion and those that are not in direct contact have 

intermediate nodes between source to destination which act as 

rely nodes. MANETs are characterized by following features 

as: 

 Wireless nature of transmission medium:  As the nodes 

are mobile and have limited energy so to have a consistent 

link between source to destination is not viable always. 

 Changing topology: the mobility of nodes causes the 

constant change in topology which always changes the 

neighbouring nodes and hence changes the routing path 

constantly. 

 Lack of security: MANETs are much more vulnerable to 

various types of attacks both insider and external attacks. 

There is no means to check for data security for standard 

routing protocols. 

 Because of these characteristics of MANETs are 

prone to various attacks. Also the increased use of MANETs 

in various applications like battle fields to for sharing sensitive 

data pose a challenge to have secure routing of data. The 

standard routing protocols have no means to guarantee that 

path from source to destination is free from malicious nodes. 

Also due to open membership function any node and join or 

leave the network which make it  much vulnerable to external 

attacks. The standard routing protocols can be classified as  

proactive and reactive routing protocols. Proactive routing 

protocols exchange control messages throughout the network 

and maintain dedicated paths in the network. Reactive routing 

protocols based on demand route discoveries and are 

determined when source need to send data these follow 

dynamically determined paths. A third category is also 

considered as hybrid routing protocols, these are best suited 

for larger networks by considering the radio transmission 

range of indiv idual nodes. 

          
Figure 1. Classificat ion of MANET protocols. 

The routing protocols  are also classified as unicast, multicast 

or broadcast based on whether data is send from single source 

to single destination, group of destinations or to all nodes 

respectively. 

II. ATTACKS ON MANETs: 

Since MANETs are much more vulnerab le to various types of 

attacks , the routing protocols proposed so far are not able to 

provide the optimal security features. To address these 

concerns, several secure routing protocols have been 

proposed: Secure Efficient Distance Vector Routing (SEAD), 

Ariadne, Authenticated Routing for Ad hoc Networks 

(ARAN), Secure Ad hoc On-Demand Distance Vector 

Routing (SAODV), and Secure Routing Protocol (SRP). 

Although researchers have proposed several secure routing 

protocols, their resistance towards various types of security 

attacks and efficiency have been primary points of concern in 

implementing these protocols. Hence, there is a need for 

review. In a MANET, attacks can be classified into Passive 

Attacks and Active Attacks, which are discussed below. 

 

A. Passive Attacks 

In passive attacks, attackers don’t disrupt the operation of 

routing protocol but only attempt to discover valuable 
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informat ion by listening to the routing traffic. The attacker 

only looks and watches the transmission and does not try to 

modify or change the data packets. Two types of passive 

attacks are possible: 

 Traffic analysis: In this attack, attacker monitors packet 

transmission to infer important informat ion such as a 

source, destination and source-destination pair. 

 Eavesdropping: In Eavesdropping, attackers obtain some 

confidential informat ion e.g. private key, public key, 

location or even password of the node that should be kept 

secret during transmission. 

B. Active Attacks 

In the active attacks, the malicious nodes introduce false 

informat ion to confuse the network topology. They can either 

attract traffic to them and then drop or compromise the 

packets. They can also send false informat ion and lead packets 

to the wrong node and cause congestion in one area. The 

attacks can either target at the routing procedure or try to flood 

the networks. Various types of active attacks are: 

 Sinkhole Attack: A sinkhole node tries to attract the data 

toward itself from all neighbouring nodes. In this attack, a 

malicious node generates fake routing information and 

show itself as legal nodes for the route. Sinkhole node 

attempts to regulate all network traffic according to itself, 

modifies the data packets, decrease the network life t ime, 

create complicated network topology and finally destroy 

the network. 

 Flooding Attack: In this attack, a malicious node may also 

inject false packets to consume the available resources 

onto the network, so that valid user can not be able to use 

the network resources for valid communication. The 

flooding attack is possible in most of the on demand 

routing protocols such as SRP, SAODV, ARAN etc.  

 Replay Attack: This attack usually targets the freshness of 

routes. In this attack, an attacker firstly records the 

message and then resend the old message to the other 

nodes to update their routing table with stale routes. 

 

III. ISSUES IN MANET SECURITY 

The main issues for providing security in MANET are briefly  

discussed below. 

 Identificat ion issue: nodes accessing common link can 

participate in setting ad hoc network infrastructure. But 

secure communication is based on secure paths between 

nodes. 

 Nodes must be able to verify identity of other nodes 

before having established secure communicat ion link.  

 The credentials should not be compromised at the 

recipient node. 

 Privacy Issue:  identification issue simultaneously leads to 

privacy issue for MANET. A compromised node leads to 

privacy threat to a particular node.  

Therefore, due to the issues discussed above, it is 

essential to provide security architecture to secure ad hoc 

networking. In the literature, there are many works that 

address the security issues in MANETs. 

 

IV. RELATED WORK 

The rapid increase in the demand of MANETs has 

necessitated the need for secure routing protocols, such that 

various types of attacks are averted. Panagiotis 

Papadimit ratos, Zygmunt J. Haas proposes secure link state 

routing protocol based on secure proactive topology 

discovery. This protocol is robust against Dos attacks and 

byzantine adversaries[1]. Yih-Chun Hu ,David B. Johnson , 

Adrian Perrig proposed secure efficient ad hoc distance vector 

routing protocol based on DSDV. It uses hash function to 

provide guard against DOS. Destination sequence numbers 

provide reply attack protection[2]. Manel Guerrero Zapata 

proposes SAODV an enhancement of AODV has security 

features of integrity and authentication[3]. Abdalla Mahmoud 

Ahmed Sameh Sherif El- Kassas proposes ARAN an on 

demand secure routing protocol based on digital certificates. It 

provides authentication, integrity and non-repudiation[4]. John 

Marshall et al. [6] proposed protocol using SRP algorithm for 

ANET routing. Oscar F. Gonzalez et al. [7] proposed 

mechanis m that identifies malfunction and denial of services 

by nodes. Stephan Eich ler et al. [8] proposed secure routing 

protocol for vehicular MANETs based on underlying AODV. 

M. Rajesh Babu et al. [9] have proposed an energy efficient 

secure authenticated routing protocol (EESARP). Steffen 

Reidt et al. [10] have introduced a trust metric in the cluster 

head selection process to securely determine constituting 

nodes in a distributed Trust Authority (TA) for MANETs. 

Muhammad Nawaz Khan et al. [11] have proposed 

distributed-ID, a smart agent in each mobile node analyzes the 

routing packets. Lu Jin et al. [12] introduced the secure the 

delivery of routing packets and the strategy to determine the 

most secure routes. Panagiotis Papadimitratos et al. [13] have 

proposed the securing the delivery of routing packets and the 

strategy of determine the most secure routes. Shivasharanappa 

Allur et al. [14] have proposed a cross -layer design to achieve 

an unswerving data transmission in ADHOC networks. 

Venkat Balakrishnan et al. [15] introduced Trust Enhanced 

security Architecture for MANET (TEAM), in which a trust 

model is overlaid on the following security models key 

management mechanis m, secure routing protocol, and 

cooperation model. [5] have addressed anonymity and trust 

issues for a wireless network containing selfish and malicious 

nodes. 

 Remya S &  Lakshmi  K S [16]  proposed 

anonymous routing  protocol for MANETs. This paper 

proposes Secured Hierarchical Anonymous Routing Protocol 

(SHARP) based on cluster  routing. SHARP is cluster or group 

based anonymous routing protocol. S. Kalai Selvil, V. 

Ganeshkumar [17] proposed energy efficient routing protocol 

To provide high anonymity protection at a low cost, the 

authors have proposed Energy-aware Anonymous Routing 

protocol (EARP). EARP dynamically partitions the network 

area into zones and randomly chooses nodes in zones as 

intermediate Relay Nodes (RN), which form a non-

predictable anonymous route. EARP offers anonymity 

protection to sources, destinations, and routes. S. Imran, R. V. 

Karthick, P. Visu [23] This paper has studied and discussed 

about the various existing protocols and how efficient they are 

in the attacking environment. In this paper the authors have 

proposed a new concept by combin ing two proposed protocols 

based on geographical location based: ALERT which is based 

mainly on node-to-node hop encryption and bursty traffic. 

And Greedy Perimeter Stateless Routing (GPSR), a new 

geographical location based protocol for wireless networks 

that uses the router's position and a packet's destination to 

make forwarding of packets. Rangara, R.R., Jaipuria, R.S., 

Yenugwar, G.N., Jawandhiya, P.M[22] proposes a scheme that 

employs mult iple routing protocols. As different routing 

protocols are prone to different types of attacks, the idea 

proposed is to switch the routing protocol upon a particular 

type of attack detected on the network. The solution detects 

three types of attacks: black hole, routing table overflow and 

sleep deprivation torture attack. Seys, S., Preneel, B [24] 

proposes ARM, an anonymous routing scheme that is based 
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on a trapdoor generated using one-time pseudonyms. 

Pseudonyms can be generated using counters or synchronized 

clocks. Li, X., Li, H., Ma, J., Zhang [25] also proposes an 

efficient anonymous routing protocol called EARP. The 

protocol is based on onion routing where every roué request 

and reply message is encrypted with a trust key. A Hello 

message is sent back to the source during discovery to confirm 

the node a trusted node to ancestor. Hong, J.K.A.X [27] 

proposes ANODR[28] was the first anonymous routing 

protocol proposed for MANET. It is assumed that source and 

destination shares a secret key. During route discovery, the 

source generates a trapdoor identifier by encrypting a message 

“you are destination” with the the shared key. Raj, P.N., 

Swadas, P.B [23] proposes a scheme called DPRAODV to 

detect black hole attack based on the sequence number of 

RREP packets. If the sequence number is higher than a 

threshold, the node is marked as blacklisted. In this case, an 

ALARM message is generated to notify other nodes. Buttya, 

A.G.L., Vajda, I.N [26] proposes endairA[29] is an inspiration 

of Ariadne protocol. N. W. Lo, M. C. Chiang, C. Y. Hsu [18] 

proposes Hash-based Anonymous Secure Routing protocol 

(HASR) for MANETS, whose design is based on collision-

resistant one-way hash function and pseudo-name 

generation/exchange mechanism. Since no key cryptography 

or cryptographic onion mechanism is used in our protocol, 

HASR spends far more less computation time and network 

bandwidth during routing operations in comparison with 

existing solutions. M. Khatkar, N. Phogat, B. Kumar [19] 

proposes Alarm protocol is Anonymous Location-Aided 

Routing in MANET. It is based upon proactive and link-state 

routing. It constructs a secure MANET map using Nodes’ 

current Location using LAM. Location informat ion has 

available through GPS receivers. A. Vijayan, C. Yamini [20] 

proposes  anonymous routing protocol with RSA encryption 

technique, so that we use AODV routing protocol for the on-

demand application. The private key generation is the major 

security traits with encryption. Our proposed protocol ART 

will detect and provide protection from attackers. K. V. Arya,  

R. Saxena [21] proposes anonymous routing protocol known 

as S-ALERT. In order to provide anonymity without 

compromising the security, we have extended Anonymous 

Location Based Efficient Routing Protocol (ALERT) to make 

it secure. The secure version is na med as Secure Anonymous 

Location Based Efficient Routing protocol (S-ALERT). S-

ALERT uses Suspect Detection algorithm to choose the nodes 

in a route which provide unperceivable route.  

 Most of routing protocols proposed can’t provide all 

the anonymity together. Most of them are location based. They 

are using geographical routing protocols (Example – Greedy 

Perimeter Stateless Routing Protocol) as underline protocol. 

ALARM, ZAP, SDDR, ALERT are some of the existing 

anonymous routing protocols. Greedy Perimeter Stateless 

Routing (GPSR) is a simplified variant of the GFG protocol. 

ALARM cannot provide the location of sender and receiver, 

SDDR lacks the route privacy, and ZAP concentrates only on 

destination privacy 

V. SCOPE FOR FUTURE ENHANCEMENT  

Many efficient secure routing protocols might be developed in 

near future which might enhance the two main parameters of 

routing protocols i.e. QoS (quality of service) and security. To 

have these two parameters might be difficult at t imes as secure 

routing protocols definitely incurs routing overhead which 

degrades the routing efficiency. So the optimal trade off 

should be searched. The increasing need in essential 

application have made it essential to have both the enough 

secure data transmission between nodes in MANETs and at 

the same time it should not be at the cost of quality of service. 

Also for some applications it might be needed to have data 

acknowledgement received by the receiver such that to check 

for malicious nodes in multi hop communication. The data 

sent in a wireless medium need also to be encrypted such that 

any external node eavesdropping the network may not be able 

to decode the data. But the encryption should not affect the 

overall quality of routing. One such approach discussed is a 

SHA RP[16] protocol which partitions the network and 

communicates the RSA encrypted data between the clusters. 

However, data encryption takes place at group level and each 

group is maintained by group id hence provides node 

anonymity. But the data sent within the cluster is not 

encrypted and any malicious node can act as dropping node , 

thus there needs to be a method to verify the data send by the 

intermediate node within the cluster. So we can enhance the 

SHARP protocol which will provide node, route and location 

anonymity. 

VI. CONCLUSION 

This paper presents a number of protocols classified as 

proactive and reactive protocols. the proactive protocols 

provide low latency as the maintain paths between nodes all 

the time thus not feasible at congestion time. The react ive 

protocols, however, provide on demand route but these may 

generate huge traffic if the links change frequently. The 

security features added to the routing protocols added are then 

discussed to have secure anonymous routing protocols for 

MANETs. Various secure routing protocols proposed were 

discussed and there features were analysed. Then secure 

routing protocol SHARP was proposed for enhancement 

which may provide better results. This protocol is based on 

underlying AODV reactive routing protocol. The 

enhancements were proposed for this protocol.  
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